Protecting Privacy and Confidentiality
Goal

Residents will have an understanding of the issues related to protecting confidential patient health information, and will practice confidentiality in their handling of sensitive information. 

Objectives

The Resident will 

· Understand the principles of privacy and confidentiality that apply to health care information.

· Recognize common threats to the confidentiality of information.

· Understand that protecting information involves both technological and people-related issues.

· Know several practical measures that can be used in a medical facility to protect confidential information.

Content

Breaches of confidentiality in the news

Why protect privacy?

Terminology

Privacy

Confidentiality

Secrecy

Security

Threats to privacy

Protection measures

Education

User identification / authentication

Access control

Auditing

Physical protection

Instructional Strategies

Didactic discussion

Lecture / PowerPoint presentation

Handout 

Session on medical records during Practice Management rotation

Learner Evaluation Methods

Survey

Pretest before beginning of residency

Periodic resurvey during residency

Skills demonstration

Residents will demonstrate concern for confidentiality in their use and discussion of patient clinical information.

Residents will practice appropriate system security measures by protecting their user account passwords and notebook computers.

